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Red Hat Enterprise Linux (RHEL) is the most popular Linux distribution currently being used and
can be deployed on many platforms. Enterprises that have a large number of systems need to
be interconnected, configured, and managed effectively. RHEL networking lets you accomplish
these tasks easily.This is a highly-detailed guide to help with your deployments on RHEL 7 or
CentOS 7. This book, based on RHEL 7.1, will introduce to you the fundamentals of networking
your systems. You will learn the use of new consistent names to identify your network cards.
Soon, you will move on to configuring the basic plumbing of your network, setting up time,
network address assignment, and name resolution. Last, the focus moves to configuring the new
kernel-based iSCSI target services on RHEL 7 and using the service to host storage area
networks.
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PrefaceWelcome to Learning RHEL Networking. My name is Andrew Mallett and I will offer you
expert guidance and tuition that will provide you with the skills to tame this powerful and popular
Linux distribution. We will work with Red Hat Enterprise Linux 7.1. This latest release offers
many improvements and is more likely to be the next version. The movement to the new system,
the service management of systemd and the ecosystem that spawns from it offers so much new
for administrators to absorb.Writing about an Enterprise Linux distribution is important as we see
the increase in the number of organizations deploying Linux. As a result, we require
knowledgeable professionals to manage these systems. The Linux Foundation with Dice, a
specialist recruitment company, surveyed many large organizations and found the following
results:93 percent of the organizations polled were looking to employ Linux professionals91
percent of hiring managers reported that they found it difficult to find skilled Linux
administratorsAs a side note to this, it was additionally noted that salaries for Linux professionals
had increased by 9 percent during the last 12 months.With such confidence in Linux coming
from so many organizations, the focus of this book has to be commercially driven for me and
you. We want you to be able to improve your career prospects as well as your Linux
knowledge.Enterprise Linux distributions, such as CentOS, Red Hat, Debian, and SUSE
Enterprise Linux, do not deploy the latest and greatest bleeding-edge technology that you may
find on home or enthusiast-oriented distributions, such as Fedora or openSUSE. Rather, they
allow these to be development platforms to hone and perfect the software before migrating it to
an enterprise a few months or even years later. Enterprise Linux has to be dependable, reliable,
resilient, and supportable by the organization deploying it and the backend support coming from



the community or paid support teams. By definition, the latest in software development does not
lend itself well to this; these are the latest development, and knowledge of these developments
and best practices will take time to evolve and develop.Although the book will focus on RHEL,
you may equally use Fedora 21 or CentOS; either of these releases will be able to provide you
with a compatible platform, where we can work through many examples that are provided in the
book.What this book coversChapter 1, Introducing Enterprise Linux 7, helps you understand
how enterprise-level Linux differs from other bleeding-edge distributions and the relationship
between Red Hat, CentOS, and Fedora. This short chapter gives you a great understanding of
RHEL and helps you learn RHEL 7 on your choice of platform.Chapter 2, Configuring Network
Settings, discusses how to configure your network settings and how Red Hat allows you to set
the IP address configuration on your host.Chapter 3, Configuring Key Network Services, helps
your RHEL host with a network address. This chapter teaches you how to add some command
networking services and how to configure NTP, DNS, DHCP, and SMTP, time, name resolution,
IP address assignment, and e-mails.Chapter 4, Implementing iSCSI SANs, discovers RHEL 7. It
offers a new kernel-based module to implement network-based storage. This chapter teaches
you how to deploy iSCSI targets and connect from an RHEL client.Chapter 5, Implementing
btrfs, takes a look at Better FS. Having volume management built-in the filesystem allows easy
storage management and is a common basis for sharing your filesystem on a network.Chapter
6, File Sharing with NFS, explains NFS, a de facto Unix file sharing service, which still maintains
its importance in the Enterprise Linux market. This chapter covers how to use NFSv4 and
compares it with V3 so that you can appreciate its easier firewall management feature among
many other new features.Chapter 7, Implementing Windows Shares with Samba 4, covers
instances where RHEL can provide services on a network and the client-side workstation will
have Windows OS installed at their end. This requires RHEL to support these Windows clients.
File and print services can be supplied through the Samba 4 service on RHEL 7.Chapter 8,
Integrating RHEL 7 into Microsoft Active Directory Domains, explores the fact that many
enterprise organizations have already set up Identity Services and are run with Microsoft's
Active Directory. It makes sense that these existing domain accounts should be used to access
resources on the RHEL 7 server. The RHEL server can join the domain server and become a
member server that allows you to share single sign-on to shared resources hosted on the Linux
system.Chapter 9, Deploying the Apache HTTPD Server, deploys a web server that can be
important for your network. This may be to provision web access to an intranet or external
access to the Internet. Many administrators use the Apache web server to provide access to
local software repositories and install sources, so the importance of this service cannot be
overlooked.Chapter 10, Securing the System with SELinux, provides insights on the fact that
with more and more systems connecting to the Internet, the vulnerability of your network facing
services is increasing exponentially. SELinux has been included on RHEL since release 4, but
very often, we read blogs that suggest that SELinux should be disabled. This chapter teaches
you how to deploy systems with SELinux effectively.Chapter 11, Network Security with firewalld,



provides insights on how to effectively use firewalls on your RHEL 7 system with the latest
command-line tool, the firewalld service, and the firewall-cmd command. Throughout the book,
we have presented practical uses of the latest firewall and how to open the required ports and
services. The book concludes with details of this service and how to effectively secure your
server with firewalld.

What you need for this bookThe book uses Red Hat Enterprise Linux 7.1. Evaluations can be
downloaded directly from Red Hat at .Should you not want to use RHEL, you may use Fedora 21
or CentOS 7 from:Fedora can be downloaded fromCentOS 7 can be downloaded from

Who this book is forThis book is designed for Linux administrators or those wanting to learn
Linux administration from scratch.

ConventionsIn this book, you will find a number of styles of text that distinguish between different
kinds of information. Here are some examples of these styles, and an explanation of their
meaning.Code words in text are shown as follows: "The /etc/issue content will be displayed
before the logon prompt."A block of code is set as follows:zone "tup.local." IN {
  type master;
  file "named.tup";
};Any command-line input or output is written as follows:$ sudo vi /etc/named.conf
NoteWarnings or important notes appear in a box like this.TipTips and tricks appear like this.

Reader feedbackFeedback from our readers is always welcome. Let us know what you think
about this book—what you liked or may have disliked. Reader feedback is important for us to
develop titles that you really get the most out of.To send us general feedback, simply send an e-
mail to <feedback@packtpub.com>, and mention the book title through the subject of your
message.If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide on .

Customer supportNow that you are the proud owner of a Packt book, we have a number of
things to help you to get the most from your purchase.ErrataAlthough we have taken every care
to ensure the accuracy of our content, mistakes do happen. If you find a mistake in one of our
books—maybe a mistake in the text or the code—we would be grateful if you would report this to
us. By doing so, you can save other readers from frustration and help us improve subsequent
versions of this book. If you find any errata, please report them by visiting , selecting your book,
clicking on the errata submission form link, and entering the details of your errata. Once your
errata are verified, your submission will be accepted and the errata will be uploaded to our
website, or added to any list of existing errata, under the Errata section of that title.PiracyPiracy
of copyright material on the Internet is an ongoing problem across all media. At Packt, we take
the protection of our copyright and licenses very seriously. If you come across any illegal copies



of our works, in any form, on the Internet, please provide us with the location address or website
name immediately so that we can pursue a remedy.Please contact us at
<copyright@packtpub.com> with a link to the suspected pirated material.We appreciate your
help in protecting our authors, and our ability to bring you valuable content.QuestionsYou can
contact us at <questions@packtpub.com> if you are having a problem with any aspect of the
book, and we will do our best to address it.

Chapter 1. Introducing Enterprise Linux 7Welcome to the world of enterprise-level Linux version
7. This was first introduced to us on June 9, 2014. Red Hat started its journey with Red Hat
Enterprise Linux (RHEL) 7 with its beta release on December 11, 2013. This was followed by the
next release candidate on April 23. Finally, as expected, the gold release reached the market on
June 2014. Currently, at the time of writing this book, we have Update 1 in the beta release.
During the course of this book, this is what we will use for demonstration purposes.This chapter
will help you understand why enterprise-level Linux differs from other bleeding edge
distributions. It will also help you understand the relationship between Red Hat, CentOS, and
Fedora. We also hope that this short chapter will give you a great understanding on how to use
RHEL 7 on your hardware platform of choice. The topics for this chapter are broken down as
follows:Red Hat Enterprise LinuxCentOSFedoraDetermining your distribution and versionRed
Hat Enterprise LinuxWhen we think of Linux, more often than not, Red Hat will be a primary
consideration; almost certainly, if we are working at a corporate level, Red Hat will become part
of our estate. Reliability, predictability, and stability are words synonymous with this very
profitable and successful organization. To give an idea of their recent success, the company's
share price on the Nasdaq (RHT) in 2010 was less than $30. However, towards the end of 2014,
their value hovered around $60.Enterprise Linux is not likely to be on the bleeding edge. As an
enterprise distribution, it has to be supportable and reliable. With the release of RHEL 7, we
have seen the first use of version 3 of the Linux kernel within RHEL. The Linux kernel version 3
saw the light of day on July 22, 2011. So, we can say that enterprise Linux may be some 3-4
years behind the latest and greatest version.In many respects, the reliability aspect takes
precedence over the new kernel features that version 3 will offer. These features often relate to
hardware and are not important because the enterprise-level hardware has to take a similar
cautious approach within mission critical environments. We find that enterprise-level hardware
has to be reliable and this leads to, perhaps, a lack of new untested features. Development of
new hardware and drivers that reside in the kernel can be tested on smaller businesses and
home users. These beta testers can go through the torment while the developments can be
improved for our mission-critical servers. A blue chip enterprise company demands a level of
support that goes beyond posting a technical query within a support forum and hoping that
someone will see it and respond to it. Almost certainly, any financial organization will have to be
able to prove their level of support for their systems. This is most easily achieved by presenting
your support agreement or contract and the associated service level agreement or SLA. To this



end, Red Hat is not free, but the payment is taken for support and not for the distribution
purpose. The simplest level of support starts at around $350 (US dollars) per year.Red Hat
began with Enterprise Linux in 2002 with RHEL version 2.1. Initially, the support was provided for
10 years, but has been extended to 13 years with RHEL 7. This means that the support for
RHEL 7 can extend to June 30, 2027. The current RHEL 7.1 beta version uses the Linux kernel
3.10.0-210 compared to 3.10.0-123 with the 7.0 release. Here, we see tiny increments in the
kernel version indicative of the care taken in rolling out any version of RHEL. At the time of
writing, the very latest Linux kernel available from maintainers () is version 3.18.1.Red Hat
products can be downloaded from . You will need to create an account to be able to start an
evaluation and download RHEL.

CentOSCentOS (Community Enterprise Operating System) has been commonly used and
totally free of charge as a Red Hat rebuild for many years. This is where Red Hat logos and
branding are removed from the system and redistributed as "CentOS". This is not quite as bad
as it may first seem. Red Hat uses the open source code and redistribution is totally within the
remit of the GPL (GNU Public License) agreement. What you lose out on is support. So, you may
well find CentOS more used within smaller business operations and academia (where external
support is not as critical). Support for CentOS is available only through public forums. Of course,
this means that there is no guaranteed service level available.CentOS began its operation in
2004 and is now entering its second decade. The free of charge product it brings on the market
replicates the same reliability and predictability of its Red Hat cousin. The relationship between
Red Hat and CentOS was more formalized in January 2014. The governance panel at CentOS
now includes Red Hat board members among their numbers.CentOS does not release beta
versions in the same way as Red Hat. This means that the latest version available from the
CentOS stable is version 7.0. This will use the same kernel and version 3.10.0-123 as the RHEL
7.0 distribution. The close resemblance between CentOS and Red Hat often means that
CentOS becomes a perfect study platform for those wishing to learn Red Hat and, perhaps, gain
their certifications. This is certainly a very viable option and the same applies to studying this
book. Although, we will be using RHEL 7.1 beta, if you want to use CentOS, this should be very
similar and mostly compatible with CentOS 7.As CentOS does not offer subscription support,
this in turn affects the product life cycle. To obtain the entire 13 years of support that RHEL 7
offers, a RHEL customer will have to purchase extended support for the final 3 years coverage.
This means that CentOS has repositories that will distribute updates for 10 years, resulting in the
fact that CentOS 7 can continually be updated until June 2024. Not bad at all when you see it
like this and all without financial cost.You can download the latest version of CentOS without the
need to create an account directly from .
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Get_UmJ13, “Five Stars. Great Reference”

Matt, “5 stars. I found this book while searching for very specific port forwarding command and I
glad I found this!”

The book by Andrew Mallett has a rating of  5 out of 3.5. 4 people have provided feedback.
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